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Principles relating to processing of personal data

1. Personal data shall be:

a. Processed lawfully, faifly and in a transparent manner in relation to the data subject (lawfuiness, faimess and transparency’);
GDPR Article 6 0% b. Collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those
purposes; further processing for archiving purposes in the public interest, scientific or historical research purpoeses or statistical
purposes shall, in accordance with Article 89(1), not be considered to bé incompatible with the initial purposes (‘purpose
limitation’).

Adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data
GDPR Afticle 8 0% minimisation”);

. Accurate and, where necessary, kept up to date; every reasenable step must be taken to ensure that personal data that are
inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’);
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- Configuration Management
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D6: Incident Response Justification
D7: Maintenance

D8: Media Protection
D9: Personal Security
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Roles responsible for completing this section

> Access Control Domain

> Identification and Authentication Domain

> Media Protection Domain

> Physical Protection Domain

> Systems and Communications Protection Domain

> System and Information Integrity Domain

. - Fully completed D - Partially completed . - Incomplete
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Roles responsible for completing this section

> Access Control Domain

> Awareness and Training Domain

> Audit and Accountability Domain

> Configuration Management Domain

> Identification and Authentication Domain
> Incident Response Domain

> Maintenance Domain

> Media Protection Domain
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CMMC v NIST SP 800-171 r2 v

CMMC to NIST SP 800-171 r2

CMMC NIST SP 800-171 r2

Access Control (AC)

ACL1311 3.1.1
Limit information system access to authorized users, processes acting on behalf of authorized Limlt system access to authorized users, processes acting on behalf of authorized users, and
users, or devicas (including other informatien systems) devices (including other systems).
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