.

Compliance Mandates: State of

Global & American Standards

Know
cMMC

7

Perform
Assessment

.Oﬁ“\,\c e Q@

6

Organise
Artifacts

N

=

Define
Scope

iy N\ O

3

Identify

Update
Policies and Develop
Procedures sSsP

Conduct a

Risk
Assessmen Create a

Target Profile

Create a
Current Profile

Determine,
Analyze &
Prioritize
Gaps

@@ 6

Cybersecurity
Framework

Implement
Prioritize & Action Plan

Scope

CU.S. Federal )

Security Management Process
Assigned Security Responsibility
Workforce Security

Information Access Management
Security Awareness and Training
Security Incident Procedures
Contingency Plan

Evaluation

Business Associate Contracts and
Other Arrangements

N

Facility Access Controls
Workstation Use
Workstation Security
Device and Media

Controls

N

( California

california
consumer

2 Access Control

2 Audit Controls

» Integrity

2 Person or Entity Authentication

» Transmission Security

IC/C/SINE

Certified Cyber Security Architect

@chl rst

ecfirst. All Rights Reserved. 2024

CHIPAA & HlTECH)—/

N

C.lan 1, aoaoY

Al Defense, Beyond Cyber

(European Union>

( Data
Portability

\

\

Privacy
Impact
Assessment

Protect by
Design

Personal
Data

Data
Protection
Officer

Data
Breach

Censen [\[e]ijiler=1ile]g}

Right
to be
Forgotten

( California

Unauthorize
Access

Y
v

Global Al Cyber Defense Thought Leader




