Biomed & Internet of Things (IoT)

Cvbersecurity Readiness

: _ ecfirst Biomed & loT
Biomed Facts: FB N A Cybersecurity Services

%= The number of internet-connected medical devices is projected to
grow from 20 billion in 2018 to 50 billion in 2020.

Biomed Risk Assessment (HIPAA, HITRUST®,
NIST Cybersecurity Framework )

== Deficient security capabilities, legacy operating systems, difficulties
in patching vulnerabilities and a lack of security awareness are
significant risks to both medical devices themselves and the
networks to which they connect.

Biomed Cybersecurity Assessment

Biomed Policy and Procedure

%= Unsecure or poorly secured medical devices can leave networks

open to Distributed Denial of Service (DDoS) attacks. \ _ _ _
‘;9 Biomed Cybersecurity Remediation

Source: FBI Alert I-101717a-PSA
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Securing loT & Biomed Devices
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Training & Certification ~

C/C/SINE

Certified Cyber Security Architect

Equipment Management
Patch Management
Staff Security Training

Vulnerability Scanning

2= Examine how to establish a cybersecurity program based on the
NIST Cybersecurity Framework.

Risk Management
RFP Language to Include Security Features

Device Integration Test Lab

o /

iomed Devices ~

Pacemakers == Personal Fitness Devices

iIncident response plan.

== Walk through core components, organization and CMMC Maturity

Levels. Examine CMMC domains and CMMC capabilities required

for organizations.
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== Drug Pumps == Medical Ventilators
== Mobile Medical Systems == Medical Monitors
e

In-Home Monitors == Medical Imaging Machines
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ecfirst Biomed Cybersecurity Checklist ™

\ﬂ OV o T N A I =1 A 7e] 3 4 Determine the cybersecurity framework that will establish the foundation for your security program requirements for

medical loT devices.

\ﬂ Develop a cybersecurity policy specific to medical loT devices. Ensure the policy is reviewed by associated and impacted

departments/business units, approved by senior leadership, and communicated to the workforce.

\ﬂ ST VTAYA S G N Ensure medical loT devices are within the scope of enterprise cybersecurity risk assessment exercises. Perform a
vulnerability assessment to determine medical loT device security gaps. Examine the security architecture and identify opportunities to possibly

segregate medical loT devices (i.e. determine application of segregation for medical loT devices).

S VN R ACT o T E VWA [ g EHIEN (= YAVAV R Review third-party vendors (business associates) and their security practices to ensure HIPAA, FDA,

and other mandates are appropriately addressed.

oo lile[T=iile]a B ERE [T Ensure each type of medical loT device is configured consistently, and addresses the appropriate security capabilities

to secure PHI and PII.

Si=ae1ile s Examine options to encrypt PHI and Pll stored, processed or transmitted by medical loT devices.

HE A ELQEREGER® Based on the findings of the risk assessment, establish a plan for risk management of medical loT devices. Ensure formal

remediation is performed on a regular schedule (e.g. monthly). /
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