NIST

Program Catalog

'\\\

W\
\ \\\\\\\\\

Table of Contents

Why ecfirst for NIST?.............. 2
ASSESSMENTS ...viiiiiii 3
TOOIKIt ..o 5
Certification Training.............. 6
References........cc.ccoceeeeene. 8
. J

‘>x4 John.Schelewitz@ecfirst.com

O ecfirst. All Rights Reserved. 2025

‘ @ www.ecfirst.com

.




NIST

Why ecfirst?

cfi rst

. Determine,
Enterprise Analyze &

Cybersecurity EINTS
Program

Implement
Action Plan,

‘ NIST Signatwe Methodology | —@—
Q¢ eoVEI‘/’
3 NIST T
Cybersecurity ‘g’[
e %0 Framework LO e
e <Q
@

—)— NIST 2.0 Assessment]

Industry Leading
Cybersecurity
Certification Training

S allC/C/SN]

Certified Cyber Security Architect

NIST Cybersecurity Framework
Risk Assessment Report

NIST Risk Assessment Report

—o— |

[ NIST Compliance Attestation

\CORF
Compliant with the
NIST Cybersecurity Framework

-

.

O ecfirst. All Rights Reserved, 2025



NIST SP 800-53 r5S
Risk Acscessment
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B800-53 Rev 5

Risk Assessment
Report

NIST Special Publication 800-53
Revision 5
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Security and Privacy Controls for
Information Systems and Organizations
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National Institute of Standards and Technology.
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Analyze internal/external threats

Detect vulnerabilities via scans and
manual review

% %

\ikelihood g
\mpact
P\ssessment

O

% Map controls to NIST SP 800-53
% Review security categorization per
FIPS 199
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Evaluate risk severity and align
with organizational risk tolerance

etermine risk levels (low, moderate, high)
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% Deliver a prioritized mitigation plan
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POA&Ms, and SSP updates
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NIST SP 800-171 r3
Assessment

NIST SP 800-171

Assessment Report
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NIST Special Publication 800
NIST SP 800-171r3

Protecting Controlled Unclassified

iformation in Nonfederal Systems and
Organizations

August 13, 2025

Ron Ross

Victoria Pilltteri

Computer Security Division
Information Technology Loberatory

This publication is available free of charge from:
hitps://dol.org/10 6028/NIST 5P 800-171r3

May 2024,
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POA&M

Requirements used in federal
contracts/agreements

| <P BOg, i

Organized into 17 security ,-5/
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e)

ODPs provide flexibility to
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Protects CUI confidentiality
in nonfederal systems

Applies when CUI is present
& no specific safeguarding
regulation exists

Consistent protections:
Federal and nonfederal
systems treated the same

@ Confidentiality
impact = Moderate
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Toolkit Package onlime

NIST SP 800-53r5 Toolkit

% NIST SP 800-53r5
—> HIPAA
% NIST SP 800-53r5

. —> CMMC
Policy Procedure
Infographics Quick Reference .
Template grap Template Card (QRC) Mappings % NIST SP 800-5315
N 4 N 4 —> 18027001

N4
# NIST SP 800-5315

% NIST SP 800-53r5

3% NIST SP 800-171r2 — CMMC
3 NIST SP 800-171r2 —> HIPAA

Policy Procedure .
Template Template Mappings
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3% NIST Cybersecurity

Framework
Policy Quiick Reference Procedure
Template Card (QRC) Template
3 NIST Cybersecurity Framework
— CMMC
3 Cybersecurity Controls TG - .
$ Cybersecurity % IS ng Ae'L\rsecunty rameworl
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e ©)cfirst

i =l Self-Pac

The Industry's First Program Focused on
Compliance and Cybersecurity Mandates

Global perspective, extensive
coverage of cyber mandates.
Excellent updates on key
security regulations.

What's in it for you?

% Step through industry standards such as PCI DSS,
GDPR, CCPA, CPRA, ISO 27001, and HIPAA

[CERTIFIED SECURITY) ; T
Compliance Specialist

S C S Certified Security J

3% Evaluate America’s standard for compliance:
NIST guidance and special publications ~ Mary Johnson

i  Ceriificate #: CSCS 401-XXXOXX

e

Expirafion Dare: October 1, 2025 CflrSt

% Understand U.S. state government information
security mandates (e.g. Texas, California,

New York, and others)
Digital Badge

3% Explore best practices to build a credible ecfirst also offers a Digital Badge with your
) ) certification. There is no fee for this service
compliance and cybersecurity program and acceptanceis totally up to you.
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Certified Cyber Security Architect

Online Self-Paced

....... Hours
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AN Executive Cybersecurity Program [ Himss ‘ 8 J

Comprehensive cybersecurity
program. Excellent coverage of

Course

Q Outline a

/ncident
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Response

& policies covered, including
encryption & ransomware. vy

Establishing
a Cybersecurity
Program —

What's in it for you?

¢ Examine how to establish a cybersecurity program
based on the NIST Cybersecurity Framework

[C/C/S|N} @cfi rst

the NIST Cybersecurity Framework,
CMMC & more. Relevant scenarios

Cyber :
s Learn how to establish a credible Ransomware Security Archifect |

Readiness Program based on NIST Standards

¢ Walk through core components, organization,
and CMMC Levels

¢ Review encryption implementation across
the enterprise to mitigate business risk Digital Badge

ecfirst also offers a Digital Badge with your

. . . tfication. There is no e for this servi
¢ Examine NIST guidance for Al Risk Management and acoeptance s totaly up 0100,
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CSCS

Client
CERTIFIED SECURITY I
COMPLIANCE SPECIALIST

References

Learned a lot
Global coverage of topics

Excellent CSCS Academy Portal
Content focus applicable across industries

CSCS Course was invaluable
for building our compliance

and security program. .

.
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Highly informative and

relevant—one of the best training
REfE rences programs I've attended.
Complex topic made understandable 1))
Refresher for cyber regulations
Tons of valuable information
Very relevant content
(1] (1] (1]
Excellent material, Good information Covered
exceptional and materials to . |mportl’zmt ;
presentation, and elevate our ramlewor' san
awesome case compliance b awsn .
studies. orogram. cybersecurity.
7 n 1}
(1] (1]

Instructor made a complex
topic more understandable.

Highly recommended.
7
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Certified Cyber Security Architect

(1]
| appreciated the examples
and scenarios that brought
the material to life.

| loved the training

Prepared me for exam

) Privileged to participate
Excellent introduction to NIST
References
L Clear concise and to the point
The training Well organized and informative
provided clarity CMMC was well covered
on complex cloud Great course!
compliance
ISsues.
77
T (1
Very knowledgeable instructor, _
provided timely and relevant Grelat gverweyr of
examples and resources. cloud security
) with real-world
relevance.
1
(] (]
A crash course covering o _
cybersecurity assessment, The training was point on for
NIST and more the core material.
1} ) 1} ]
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