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MANAGED .
o COMPUIANCE Cfl rst
Fixed Price | Flexible | Scalable
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Consulting (ODC)

cfi rst

[ Fixed-rate J [Expert Advisors} [ No Long-term Commitment}
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PCI DSS ©cirst

Pre-Assessmenmt

PCI DSS Readiness Assessment

% Review of compliance against PCI DSS v4.0 requiremer*~
% Identify gaps & risks in protecting cardholder data

% Deliver actionable assessment report with findings

% Provide prioritized remediation plan & timeline

% Executive summary for leadership & stakeholders

PCI Dss Goals
Remove
sensitive
authentication
data &
limit data
retention
Prot.ect the
Monitor & perimeter,
control mtgrr;al, &
access to WIreless
psa;ﬁlerf\t systems networks
% card
“\applications
Finalize
remaining
compliance efforts,
Protect & ensure all
stored controls are
cardholder appropriately
data implemented

PCI DSS Portal
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GDPR Compliance cfirst

Pre-Assessment

GAP Assessment GDPR Services G D p R

Assessment Report

3% Comprehensive and thorough GDPR

Assessment to identify compliance Procedure Contuting
gaps Development (0DC) e

3% Review and optional update of GDPR Foer G DPR Crborsamty
policies and procedures TSl Compliance & R

Cybersecurity

Vulnerability Risk

3% Corrective Action Plan to guide Assessent Assessment
remediation and establish priority

@\cfirst ‘ Al Defense, Beyond Cyber
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GDPR: Who, What, Why? GDPR Signatuwre Methodology

X Applies to data controllers and processors o
if the data subject resides in the EU
Knowledge

Acquisition

Privacy
Impact
Assessment

3% Individuals under the DPA are likely also Remediation Scoping

subject to GDPR
B Dratijcjon
Portability Officer
% Processors must maintain records of Workforce Risk
i iviti Education Assessment
personal data and processing activities e e

Consent

Third Party
Agreements

Right
to be
Forgotten

Policy and
Procedure

3% "Personal data” covers information
about an individual's private, professional,

or public life © (a)
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GDPR Vendor Conduct GDPR

awareness training for

Readiness execs & workforce

U&iatsniébgglsgzd:nm Assign responsibility
P for a Data Protection
GDPR data breach Officer (DPO)
specification L
p
Create procedures
to align with GDPR A GDPR t
requirements ssessmen
Develop policies, consent
and other documents to address
GDPR mandates
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|CERTIFIED SECURITY| Cfi rst
COMPLIANCE SPECIALIST
The Industry's First Program Focused on Ceu
Compliance and Cybersecurity Mandates gl
[/ . .
Global perspective, extensive
coverage of cyber mandates.
Excellent updates on key
security regulations.
What's in it for you?
% Step through industry standards such as PCI DSS,
GDPR, CCPA, CPRA, ISO 27001, and HIPAA
S C S Certified Security
. ] Compliance Specialist™
3% Evaluate America’s standard for compliance:
NIST guidance and special publications -~ Mary Johnson
G = Cerificate #: CSCS 401X000KX
X Understand U.S. state government'mfo-rmanon o ©ctirst
security mandates (e.g. Texas, California, '
New York, and others)
Digital Badge
% Explore best practices to build a credible ecfirst also offers a Digital Badge with your
. ] certification. There is no fee for this service
compliance and cybersecurity program and acceptance s totally up to you.
J
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CSCS

Client
CERTIFIED SECURITY
COMPLIANCE SPECIALIST

References

Learned a lot

Global coverage of topics

Excellent CSCS Academy Portal
Content focus applicable across industries

CSCS Course was invaluable
for building our compliance

and security program. ”
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(1}
Highly informative and

relevant—one of the best training
REferenCES programs |'ve attended.
Complex topic made understandable 1)}
Refresher for cyber regulations
Tons of valuable information
Very relevant content
(1] (1] (1]
Excellent material, Good information Covered
exceptional and materials to . mportEnt g
presentation, and elevate our ramlewor. San
awesome case compliance b aws in .
studies. program, cybersecurity.
7 1 1} )
(1] 1]

Instructor made a complex
topic more understandable.

Highly recommended.
7
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