
 

 

HIPAA & HITECH Risk Analysis Solutions from ecfirst 

© All Rights Reserved || Confidential || ecfirst 1999-2019 || www.ecfirst.com  Page 1 

 

Risk Analysis: Critical for a Information Security Baseline 

A key requirement of the HIPAA and HITECH regulations is that covered entities and 

business associates must conduct a comprehensive and thorough assessment of the 

potentials risks and vulnerabilities to the confidentiality, integrity, and availability (CIA) of 

all electronic Protected Health Information (EPHI). These HIPAA and HITECH 

mandates require that organizations must complete a comprehensive and thorough 

vulnerability assessment on a regular schedule. 

 

  

Hospitals, health systems, physician practices, payers such as insurance 
organizations, as well as business associates must conduct a comprehensive 
risk analysis exercise to meet HIPAA mandates, including HITECH Meaningful 
Use requirements. Security standards such as ISO 27000 and NIST guidelines 
require a thorough risk assessment. 
 

Have you completed a risk analysis exercise recently? 

 

Risk Analysis Solutions 
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OCR Guidance on HIPAA Risk Analysis 

The guidance published by the Office of Civil Rights states that, “Conducting a risk 

analysis is the first step in identifying and implementing safeguards that comply with and 

carry out the standards and implementation specifications in the Security Rule. 

Therefore, a risk analysis is foundational…” Further, OCR states that “All EPHI created, 

received, maintained or transmitted by an organization is subject to the Security Rule. 

The Security Rule requires entities to evaluate risks and vulnerabilities in their 

environments and to implement reasonable and appropriate security measures to 

protect against reasonably anticipated threats or hazards to the security or integrity of 

EPHI. Risk analysis is the first step in that process.” 

ecfirst’s bizSHIELDtm program satisfies this HIPAA requirement. 

 

HITECH Meaningful Use Requirements Include Risk Analysis 

Demonstrating Meaningful Use of an Electronic Health Record (EHR) requirement tells 

organizations that they must, “Implement systems to protect the privacy and security of 

patient data.” Organizations seeking to demonstrate Meaningful Use must, “Conduct or 

review a security risk analysis and implement security updates as necessary and 

correct identified security deficiencies.”  

ecfirst’s bizSHIELDtm program satisfies this HITECH requirement. 

 

bizSHIELD
tm

 – An ecfirst Risk Analysis Service 

ecfirst developed the bizSHIELDtm program to assist Covered Entities, Business 

Associates, and vendors of Electronic Health Records (EHRs) and Personal Health 

Records (PHRs) in meeting the requirements of the HIPAA Privacy and Security Rule, 

The HITECH Act, and all subsequent guidance documentation and settlement 

agreements. 

 

As a part of the bizSHIELDtm program, ecfirst will list every requirement of the HIPAA 

Security Rule including every Safeguard, Standard, and Implementation Specification in 

a risk analysis format that identifies an organization’s state of compliance with the 

requirement, recommended remediation activity, and associated risk priority. All 

remediation activities will be listed according to recommended implementation time 

bands in the bizSHIELDtm Corrective Action Plan (CAP) table. The bizSHIELDtm report 

is an actionable, documented risk analysis that provides both in depth and executive 

summary level findings appropriate to all audiences from administrators to the Board of 

Directors.  
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Privacy Gap Assessment Service 

bizSHIELDtm helps an organization to understand, improve, or verify their compliance 

with the HIPAA Privacy Rule. bizSHIELDtm provides both summary and detailed 

compliance information as well as all necessary remediation activities pertinent to the 

organization’s business model. bizSHIELDtm will enable an organization to quickly 

determine the state of compliance, needed remediation, and will list actionable steps to 

achieve compliance. 

 

HITECH Data Breach Service 

Under the HITECH Data Breach Rule, organizations are required to take steps to 

prevent, identify, report, and remediate data breaches of unsecured information. The 

ecfirst Data Breach solution will document the ability of the organization to detect a 

breach, review the incident management policy and procedures, and make 

recommendations. In addition, organizations will receive a HITECH Data Breach policy 

and several Data Breach procedures to ensure compliance, should a breach happen.

http://www.ecfirst.com/
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