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% GOVERN is a cross-cutting function that is infused throughout Al risk management and
enables the other functions of the process. @ # Of Categorles
! 3% Attention to governance is a continual and intrinsic requirement for effective Al risk -
EeviERE management over an Al system’s lifespan and the organization’s hierarchy.
A culture of ris'k % Senior leadership sets the tone for risk management within an organization. .
management is # of Subcategories
cultivated and % Documentation can enhance transparency, improve human review processes, and bolster ,/
present accountability in Al system teams.
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Al Function - MAP
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% The MAP function establishes the context to frame risks related to an Al system. The Al lifecycle
consists of many interdependent activities involving a diverse set of actors.

% Al actors in charge of one part of the process often do not have full visibility or control over other
parts and their associated contexts.

@ # of Categories

3% Outcomes in the MAP function are the basis for the MEASURE and MANAGE functions. Without
contextual knowledge and awareness of risks within the identified contexts, risk management is
difficult to perform.
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Al Function - Measure
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3% The Measure function employs quantitative, qualitative, or mixed-method tools, techniques, and
methodologies to analyze, assess, benchmark, and monitor Al risk and related impacts.

% It uses knowledge relevant to Al risks identified in the MAP function and informs the MANAGE function.
3% Al systems should be tested before their deployment and regularly while in operation.
3% Processes developed or adopted in the MEASURE function should include rigorous software testing and

performance assessment methodologies with associated measures of uncertainty, comparisons to
performance benchmarks, and formalized reporting and documentation of results.
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Al Function - Manage

% The MANAGE function entails allocating risk resources to mapped and measured risks on a regular basis and
as defined by the GOVERN function.

3% Contextual information gleaned from expert consultation and input from relevant Al actors — established in
GOVERN and carried out in MAP — is utilized in this function to decrease the likelihood of system failures and
negative impacts.

Manage

Risks are prioritized
and acted upon
based on a projected

impact % Systematic documentation practices established in GOVERN and utilized in MAP and MEASURE bolster Al
risk management efforts and increase transparency and accountability. Processes for assessing emergent
risks are in place, along with mechanisms for continual improvement.
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Learning Objectives

In this Al cyber defense training program:

< Examine the NIST Al Risk Management
Framework (RMF).

£ Review valued Al resources for risk
management including 1ISO 23894 and I1SO
42001.

< Understand the European Union Al Act
requirements and risk classification areas.

< Step through a sample Al risk management
policy.

£ Identify Al cyber defense controls.

& Determine key phases for an enterprise Al
risk assessment exercise.

Al Academy Portal
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