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The ecfirst ISO 27000 Workshop is a 

one day program that addresses the 

key aspects of this important global 

information security standard. This 

workshop specifically examines the 

following standards: 

• ISO 27000 

• ISO 27001 

• ISO 27002 

• ISO 27799 

The ecfirst ISO 27000 Workshop also 

features case studies and a breakout 

session to ensure attendees 

understand critical areas emphasized 

in this global standard. 

Bring this valuable 1-day ISO 27000 

workshop to your site today! 

From this ISO 27000 training program you will: 

 Examine the core requirements of the 

ISO 27001 standard. 

 Understand the core elements of an 

Information Security Management 

System (ISMS). 

 Walk through several sample security 

policy templates that an organization 

may use to address regulatory 

requirements. 

 Examine the clauses, categories, and 

controls defined in the ISO 27002 

standard. 

 Examine the objective and core 

requirements of the ISO 27799 standard. 

 Learning Objectives 
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The 1-day ISO 27000 training program is of value to compliance professionals and 

managers, security officers, security practitioners, privacy officers and senior IT 

professionals. 

 

 

The 1-day ISO 27000 program is delivered worldwide, at the client’s site. ecfirst will 

customize the session to meet your organization’s specific requirements and time 

frames. Call ecfirst at +1.515.460.3481 today to discuss details about the program. 

 

 

 

 

• Introduction 

• Terminology 

• Definitions 

 

 

• Introduction   

• Definition - ISMS  

• Scope 

• Framework Organization 

o Definition 

o Requirements 

 

 

 

• Introduction   

• Scope 

• Introductory Clause 

• Clauses, Categories & Controls 

o Definition 

o Requirements 

Target Audience 

On-Site Training 

Course Outline 

Module 1: The ISO 27000 Standard 

Module 2: The ISO 27001 Standard 

Module 3: The ISO 27002 Standard 



 

 
© All Rights Reserved || Confidential || ecfirst 1999-2019                                         3 

www.ecfirst.com 

Organizations are increasingly considering applying the family of ISO 27000 

international security standards to comply with various U.S. federal and state 

regulations such as HIPAA, HITECH, as well as standards such as the PCI DSS. 

The ISO 27000 series is a global standard that provides a comprehensive 

framework that organizations can adopt to address compliance requirements and 

establish a resilient information infrastructure. 

 

 

 

 

 

 

 

 

 

 

 

Case Study I: ISO/IEC 27799 Healthcare Information Security 

ISO 27799:2008 defines guidelines to support the interpretation and implementation 
in health informatics of ISO/IEC 27002 and is a companion to that standard. 

Case Study II: ISO 27001 Certification 

Effective communication at all stages is vital to the success of the ISMS and 
achieving conformance/certification. 

Breakout Session: SOA Development 

SOA should outline the measures to be taken in order to reduce risks of the clause 
of the standard. These are based on 'Controls'. 

ISO 27001 Solutions 

ecfirst Brings Deep Experience & Expertise with ISO 27000 

 
ecfirst’s fast-paced, one-day private training workshop on the ISO 27000 series, its 

policy templates, quick reference cards, and deep consulting expertise embodied in 

its signature methodology, bizSHIELDtm, are enabling organizations to easily adopt 

the ISO standard. The ecfirst bizSHIELDtm is a signature methodology is specifically 

focused on the ISO 27000 series and includes the following core components: 

• A fast paced, instructor-led, one-day Getting Started with the ISO 27000 

(ISO 27001 and ISO 27002) training delivered at your site. 

• A one-day workshop on Getting Started with ISO 27799 that tailors the ISO 

27001 Standard for the Healthcare industry 

• ISO 27001 Security Policy Templates that can easily be tailored to enable 

your organization to establish a comprehensive library of policies. 

• The healthcare industry’s first HIPAA to ISO 27001 Mapping Framework 

document. 
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• Managed Compliance Services Program (MCSP) for Information Security 

Management Systems that enables your organization to leverage deep ecfirst 

ISO expertise and yet pay a fixed monthly fee for a 36-month period and 

access a range of services at a fixed price. 

• ISO 27000 Webcast – Applying the ISO 27000 Standard to Address Federal 

and State Regulations. 

Certified Security Compliance Specialist ™ (CSCS™) 

 A two-day in-depth certification program, that addresses 

ISO 27000, ISO 27001, ISO 27002, PCI DSS, HITECH, 

FISMA and a lot more. 

Our Commitment to You 

 
1. Manage the implementation of ISO 27001 in your environment leveraging 

whenever possible existing information security processes, practices and 

capabilities  

2. Document all information requested and establish time-line for critical next 

steps 

3. Respond with required information and communicate with all involved parties 

on activities and status  

4. Establish framework for complete knowledge transfer to enable your 

organization to improve processes and capabilities 

ISO 27000 & ISO 27799 Training & Certification 

 

ecfirst has several options for ISO 27000 training - from a tailored 60-minute 

webcast to a two-day CSCSTM certification program. Schedule our one-day 

training workshop, “Getting Started with ISO 27000,” to learn more about the 

ISO 27001 and ISO 27002 information security standards and understand 

how these may be applied to address compliance requirements. 

1. Examine the ISO 27000 information security framework and its core 

components. 

2. Review the ISO 27001 security standard and understand key terminology, 

definitions and the overall organization. 

3. Step through the clauses defined in the comprehensive ISO 27002 standard. 
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Partial Clients List 

• Understand how compliance requirements of State regulations such as those 
from Massachusetts and California, as well as federal requirements such as 
HIPAA and HITECH can be addressed with the ISO 27000 Information 
Security Management System. 

• Identify critical steps for organizations to get started with the ISO 27000. 

Partial Clients List 
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