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The National Institute of Standards and 

Technology (NIST) Cybersecurity 

Framework (CsF) provides a risk-based 

compilation of guidelines that can enable 

your organization to identify, implement 

and improve cybersecurity practices. It 

establishes a common language for 

internal and external communication of 

cybersecurity challenges and priorities. 

The focus of this article is to examine how 

the NIST CsF provides the foundation for 

you to establish an enterprise 

cybersecurity plan that addresses within 

its scope compliance priorities such as 

federal or state regulatory mandates such 

as HIPAA or HITECH, as well as security 

standards such as PCI DSS. 

 

The CsF is the result of the February 2013 United 

States Presidential Executive Order titled 

“Improving Critical Infrastructure Cybersecurity”. 

The CsF envisions effective cybersecurity as a 

dynamic practice area that is continually 

addressing threats with a risk-based approach to 

prioritize response. The NIST CsF is inclusive of 

risk-based guidelines that enables you to build a 

prioritized roadmap towards enhanced 

cybersecurity practices. 

     Roadmap for Cybersecurity     

     Practices 
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Applying the NIST CsF to Establish an Enterprise Cybersecurity Plan 

 

 

 

The CsF provides your organization with an opportunity to build a credible cybersecurity plan. 

The CsF enables an organization like yours to determine your current cybersecurity capabilities 

and set enterprise goals for a target state. It helps you to establish a plan to improve and 

maintain your cybersecurity program. 

The CsF comprises of three primary components: 

1. Profile 

2. Implementation Tiers  

3. Core 

  

 

 

The Profile component enables organizations to align and improve cybersecurity practices 

based on their individual business needs, tolerance for risk, and available resources. 

To do so, organizations create a Current Profile by measuring their existing programs against 

the recommended practices in the CsF Core. These practices include processes, procedures, 

and technologies such as asset management, alignment with business strategy, risk 

assessment, access control, employee training, data security, event logging and analysis, and 

incident response plans. 

To identify a Target Profile, organizations employ the same Core criteria to determine the 

outcomes necessary to improve their cybersecurity posture. Unique requirements by industry, 

customers, and business partners can be factored into the Target Profile. 

Once completed, a comparison of the Current and Target Profiles will identify the gaps that 

should be closed to enhance cybersecurity and provide the basis for a prioritized roadmap to 

help achieve these improvements. 

 

 

 

Implementation Tiers help create a context that enables organizations to understand how their 

current cybersecurity risk-management capabilities stack up against the characteristics 

described by the Framework. 

Tiers range from Partial (Tier 1) to Adaptive (Tier 4). Figure 1 describes the Tiers of 

cybersecurity maturity. 

 

 

 

  Organization  

          Step 1: Define an Enterprise Cybersecurity Profile 

          Step 2: Implementation Tiers Establish Cybersecurity Maturity 
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Tier 1 Partial 
Risk management is ad hoc, with limited awareness of 

risks and no collaboration with others  

Tier 2 Risk Informed 

Risk-management processes and program are in place 

but are not integrated enterprise-wide; collaboration is 

understood but organization lacks formal capabilities 

Tier 3 Repeatable 

Formal policies for risk-management processes and 

programs are in place enterprise-wide, with partial 

external collaboration 

Tier 4 Adaptive 

Risk-management processes and programs are based 

on lessons learned and embedded in culture, with 

proactive collaboration 

Figure 1: Tiers of cybersecurity maturity. 

NIST recommends that organizations seeking to achieve an effective, defensible cybersecurity 

program progress to Tier 3 or Tier 4.  

 

 

The Framework Core defines standardized cybersecurity activities, desired outcomes, and 

applicable references, and is organized by five continuous functions:  

1. Identify  
2. Protect 
3. Detect 
4. Respond 
5. Recover 

 

Figures 2 and 3 describe the CsF Core.  

 

 

 

 

 

 

 

        Step 3: CsF Core Defines Desired Cybersecurity Outcomes  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: NIST CSF lifecycle. 
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Applying the NIST CsF to Establish an Enterprise Cybersecurity Plan 

 

Functions Definition Categories 

   Identify 
An understanding of how to 

manage cybersecurity risks to 

systems, assets, data, and 

capabilities 

Asset management, business 

environment, governance, risk 

assessment, risk management 

strategy 

Protect 
The controls and safeguards 

necessary to protect or deter 

cybersecurity threats 

Access control, awareness and 

training, data security, data protection 

processes, maintenance, protective 

technologies 

Detect 
Continuous monitoring to provide 

proactive and real-time alerts of 

cybersecurity-related events 
Anomalies and events, continuous 

monitoring, detection processes 

Respond Incident-response activities Response planning, communications, 

analysis, mitigation, improvements 

Recover 
Business continuity plans to 

maintain resilience and recover 

capabilities after a cyber breach 
Recovery planning, improvements, 

communications 

Figure 3: Five core functions of effective cybersecurity. 

The Framework Core describes the continuous cycle of business processes that constitute 

effective cybersecurity.  

 

 

Today every organization, every business, and every government agency is required to meet 

mandates such as HIPAA, HITECH, PCI DSS or others. Further, organizations also must 

comply with additional regulatory requirements – such as state security mandates.  

The NIST CsF is the framework that can enable organizations to shift their reactive security 

activities to a formal, proactive program.  

NIST CsF is a tipping point in cybersecurity.  

Organizations must look to not just address compliance requirements in the context of the 

specific and minimal associated with mandates. Instead, organization should raise the bar for 

cybersecurity by adopting a formal, proactive framework for addressing not just all compliance 

requirements, but also the constantly changing world of cyber threats. 

When senior executives formally adopt a cybersecurity framework such as the NIST CsF, they 

are essentially adopting a proactive risk-management standard. They are effectively laying the 

foundation to reduce the risk to the business. 

 

          Closing Remarks! 
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Applying the NIST CsF to Establish an Enterprise Cybersecurity Plan 

 

My final thoughts: 

Formally adopt a cybersecurity framework to address all compliance mandates that your 

organization must meet. The NIST CsF is an excellent choice. 

 

Conduct a comprehensive and thorough risk analysis exercise and document your 

current profile. Alert senior management to the current profile of the organization (and 

associated risks to the business). 

 

Develop your target profile and ensure senior leadership is 100% on-board with 

establishing a time-frame for achieving defined requirements. 

 

Implement an active and vibrant risk management program to address identified 

compliance and security gaps, and achieve the defined target profile. 

Tomorrow starts now! Get started and establish a credible cybersecurity plan organized and 

aligned with the NIST CsF to prioritize security initiatives and continually address regulatory 

compliance mandates.  
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