Cybersecurity Assessment and

Penetration Testing
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Gybersecurity Assessment Your Cybersecurity
Assessment Partner, ecfirst!
Compliance Mandates Require Technical
Cybersecurity Assessment!
, , Cybersecurity Assessment to
+t+ A key requirement of compliance mandates determine security vulnerabilities
and security standards such as 1SO 27001,
GDPR, CCPA, HIPAA, PCI DSS, and others
is that an organization must conduct a
thorough and comprehensive assessment of
the potent_laI risks anc_I vulnerablllltles. Io the Expert Gybersecurity analysis
Confidentiality, Integrity, and Availability (CIA)
of all sensitive, confidential information
+¢» Organizations are also mandated to
complete a thorough and comprehensive
: Knowledge transfer throughout the
cybersecurity assessment on a regular | Cybersecurity Assessment engagement
schedule )
N Q
@ Unconditional guarantee of
\) your complete satisfaction!
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| Assessment Phases
I
| 3+ Scope and preparation
|
: +3+ Discovery and cybersecurity analysis
|
| * Exploitation (Pen tests only)
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U M__ﬂ : *¢» Reporting and documentation
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Cybersecurity Titanium Platinum
Assessment Scope
External Assessment v 4 Customized v 4 v & v < v 4
Internal Assessment v 4 Customized v F v 4 X X
Firewall Assessment v 4 Customized v 4 v 4 v 4 X
Wireless Assessment Y 4 Customized v 4 ) 4 ). 4 X
Detailed Analysis v 4 v A v / v / X
Corrective Action Plan 4 4 4
(CAP) v v v 5 ODC Hours 5 ODC Hours
Detailed Remediation / 4 /
Steps v v v X X
Executive Brief v 4 v 4 Y 4 X X
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(o) Pen Test
Pen Tect | 3 - 2 Internal
Services | Pen Test
O 2l VWeb Application
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External Pen Test
Obtain EPHI/PII
Compromise an external Combromise an
system containing interF:IaI system
EPHI/PII
I ] |
External Compromise an Gain internal
Penetration external system network access
| | |
External Gain remote Gain physical Compromise a
Penetration network access network access client system
| I | I
Social Internal Physical Social
External Engineering J Penetration Penetration l Engineering
Penetration
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il Internal Pen Test
Obtain
EPHI/PII
Compromise an .In'ternal T
L SV-"teg,]j‘I’;‘;ﬁ'”'“g L internal system
| Il
Internal Compromise an Gain internal
Penetration Internal system network access
Internal Gain remote Gain physical Compromise a
Penetration network access network access client system
| I | |
Internal S.ocial. Internal PhVSIC?I I S.ocial_
Penatration Engineering Benctration Penetration Engineering
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a Web Application Pen Test
+{» Gain anonymous access to authenticated +{+ Underlying System vulnerability
sections of the application exploitation
+{+ Gain access to other client data within the «¢» System Account Creation
application Web Application Firewall (WAF)
and/or IDS/IPS evasion
Methodology
Client personnel and cultural information _ Command Injection Discovery
Client business terminology Session Flaw Discovery
Mapping eExploitation
Spider the site/application @ Exploit identified Enumeration flaws
Application flow charting = Exploit identified Bypass flaws
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Kris Laidiey Kris.Laidleyecfirst.com
Perfecting the Art of Active Cyber Defense
1000s of Clients | Clients im all 50 States | Clients on § Continents
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